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How we normally do safety… 
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Design for Safety 

Addressing occupational safety and health needs 
in the design and redesign process to prevent or 
minimize the work-related issues associated with 
the construction, manufacture, use, maintenance, 
retrofitting, and disposal of facilities, processes, 

materials, and equipment.* 

Adapted from ANSI/ASSE Z590.3-2011 
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Objectives 
• Review the need for 

DFS activities in safety 
practice 

•  List the DFS process 
found in ANSI/ASSE 
Z590.3-2011 

• Review safety concepts 
not covered by the 
standard 

Goal – figure out how to get ourselves out of this mess we’re in 
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Why DFS? 
• Regulatory driver  

•  IIPP (8 CCR §3203) 
•  “Include procedures for identifying and evaluating work place hazards…

whenever new substances, processes, procedures, or equipment are 
introduced to the workplace…” 

•  PSM (8 CCR §5189) 

• Management systems 
•  ANSI Z10 – 5.1.3 “Design Reviews and Management of Change” 
•  OHSAS 18001 – 4.3.1 (j) “Hazard Identification, Risk Assessment 

and determining controls” 
•  Responsible Care Management System – 2.1 
•  MIL-STD-882E – System Safety 
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Why DFS? 
• Opportunities for the greatest risk reduction 

•  Risks are still only theoretical 
•  More opportunity to affect risk severity (higher order controls) 

• Opportunities for reduction in costs 
•  Eliminate lifecycle costs 
•  Eliminate regulatory burden 

• Opportunities for process improvement/enhance 
productivity 
•  Streamline workflow 
•  Eliminate the safety vs. productivity conflict 
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But wait…I’m not an engineer 
• One of the beauties of DFS is that 

everyone must be involved for it 
to work. 

• Safety professionals bring unique 
expertise that is often separated 
from the design process. 
•  Hazard analysis/risk assessment 
•  Choosing controls 
•  Regulatory requirements 
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Sounds great…how do we do it? 
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Z590.3 – Table of Contents 
1.  Scope, Purpose and Application 
2.  Referenced and Related Standards 
3.  Definitions 
4.  Roles and Responsibility 
5.  Relationships with Suppliers 
6.  Design Safety Reviews 
7.  The Hazard Analysis and Risk Assessment Process 
8.  Hazard Analysis and Risk Assessment Techniques 
9.  Hierarchy of Controls 
A.  Addendums 

9 



Section 4 - Roles and Responsibilities 
• Guess who the standard says is ultimately responsible for 

implementing DFS? 
•  Top Management 

• What are those responsibilities? 
•  Maintain “policy and effective processes” for design and redesign 

processes 
•  Identify “acceptable risk levels” 
•  Involve employees and other relevant personnel 
•  Communication and training 
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Section 5 - Relationship with Suppliers 
• Requires design specifications be developed 
• Communicate those specifications to appropriate 

personnel (engineers, contractors, etc.) 
• Documented risk assessments at the supplier facility 
• Visit suppliers before shipment to inspect/test equipment 
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Section 6 - Design Safety Reviews 
•  Top management designates a Project Design Review 

Manager 
•  Responsible for scheduling and facilitation of the process 
•  Reports to Project Manager 

•  The Design Safety Review process is determined early in 
the project process and varies by project details 
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Section 7 - Hazard Analysis and Risk 
Assessment Process 
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Management 
Direction 

Select Risk 
Assessment 

Matrix 
Establish Analysis 

Parameters 
Anticipate/Identify 

Hazards 

Consider Failure 
Modes Assess Severity 

Determine 
Occurrence 
Probability 

Define Initial Risk 

Select and 
Implement Risk 

Reduction/Control 
Measures 

Assess Residual 
Risk 

Risk Acceptance 
Decision Making 

Document the 
Results/Follow-Up 



Step 1 - Management Direction 
•  Top Management decides which of the HARA Process 

elements are needed 
•  Some jobs can be completed by small group working relatively 

informally 
•  Some need a formal process 
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Step 2 - Select Risk Matrix 
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Example of a Risk Assessment Matrix Combining Event Probability and  
Severity Indicators with Risk and Action Levels. 

Example of a Risk Assessment Matrix 
<--------- Severity of Injury or Illness Consequence -------->

Likelihood of 
OCCURRENCE or 
EXPOSURE For 
selected Unit of Time 
or Activity 

NEGLIGIBLE MARGINAL CRITICAL CATASTROPHIC 

Frequent MEDIUM SERIOUS HIGH HIGH

Probable MEDIUM SERIOUS HIGH HIGH

Occasional LOW MEDIUM SERIOUS HIGH

Remote LOW MEDIUM MEDIUM SERIOUS

Improbable LOW LOW LOW MEDIUM

Likelihood:

Frequent: Likely to Occur Repeatedly

Probable: Likely to occur several times 

Occasional: Likely to occur sometime 

Remote: Not likely to occur 

Improbable: Very unlikely – may assume exposure will not happen 

Severity/Consequence:

NEGLIGIBLE: First Aid or Minor Medical Treatment

MARGINAL: Minor injury, lost workday accident

CRITICAL: Disability in excess of 3 months

CATASTROPHIC: Death or permanent total disability

Risk Level:

LOW: Risk Acceptable, Remedial Action Discretionary

MEDIUM: Take Remedial action at appropriate time

SERIOUS: High priority remedial action

HIGH: operation not permissible 

Note: These definitions are provided for illustrative purposes only and each organization will need to define these terms for their own process.

ANSI/ASSE Z590.3 – 2011 
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Addendum F – Examples of Risk Assessment Matrices and Definitions of Terms (Informative) 
 
 
A. Examples of Risk Assessment Matrices 
 
Table 1 is adapted from a matrix in MIL-STD-882 D, the Department of Defense Standard 
Practice for System Safety. 
 

Table 1.  Example Risk Assessment Matrix: Word Descriptive Grading and Scoring 
 

 Severity of Consequences 
Occurrence 
Probability 

 
Catastrophic 

 
Critical 

 
Marginal 

 
Negligible 

Frequent High High Serious Medium 
Probable High High Serious Medium 
Occasional High Serious Medium Low 
Remote Serious Medium Medium Low 
Improbable Medium Medium Medium Low 
 
 
Table 2 is a composite of matrices that include numerical values for probability and severity 
levels and their combinations are expressed as numerical risk scorings. It is presented here for 
people who prefer to deal with numbers rather than qualitative indicators. 
 

Note: A word of caution: the numbers in the following Table 2 matrix were judgmentally 
determined and are qualitative. They have value only in relation to each other. 

 
Table 2.  Example Risk Assessment Matrix: Numerical Grading and Scoring 

 
 Occurrence Probabilities and Values 

Severity Levels 
and Values Unlikely (1) Seldom (2) Occasional (3) Likely (4) Frequent (5)

Catastrophic (5) 5 10 15 20 25 
Critical (4) 4 8 12 16 20 
Marginal (3) 3 6 9 12 15 
Negligible (2) 2 4 6 8 10 
Insignificant (1) 1 2 3 4 5 
Very high risk: 15 or greater       High risk: 10 – 14       Moderate risk: 6 – 9       Low risk: Under 1 to 5 

 
 
For the exhibit in Table 2, the following Incident or Exposure Severity Categories, Incident or 
Exposure Probability Descriptions, and Risk Scoring and Action Categories were used. They 
are presented as an example from which variations can be made to suit needs in a particular 
situation. 
 

Licensed to Ronald Gantt. ANSI order X_247993. Downloaded 10/26/2011 6:00 PM. Single user license only. Copying and networking prohibited.

The key is everyone must know what all terms mean! 



Step 3 - Establish Analysis Parameters  
• What system are you analyzing? 

•  And what are you not analyzing? 

• What are you trying to protect?  
•  People? 
•  Property? 
•  Environment? 
•  Reputation? 
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This may affect which risk matrix you choose!  



Step 4 – Anticipate/Identify Hazards  
• Consider using the hazard triangle 

•  e.g. Exposure to sulfuric acid as a 
result of inappropriate isolation of the 
valve, resulting in severe burns 

• Utilize resources 
•  Checklists 
•  Lessons learned 
•  Engineering drawings 
•  Employees 

• Consider complimentary hazards 
•  e.g. cold and hand vibration 
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Step 5 – Consider Failure Modes 
• What are the reasonably foreseeable circumstances that 

could result in hazardous situations?  
•  Consider use and misuse (within reason) 

• Can be combined with previous step if you use the hazard 
triangle. 

• Consider that not all hazards or risks result from “failure” 
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Steps 6, 7, and 8 – Assess Severity and 
Probability of Initial Risk 
•  For severity, consider reasonable worst-case scenarios 

•  Consider the unknown unknowns 

•  For probability, use objective criteria whenever possible 
•  Consider number of exposures as well as likelihood of exposure 

•  e.g. one person going up a ladder once is different than going up three 
times a day 
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May consider more than one risk assessment for situations when 
both a low frequency, high severity risk and a high frequency, low/

medium severity risk is present  



Step 9 – Select and Implement Risk 
Reduction and Control Measures 
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Step 10 – Assess Residual Risk 
• Residual Risk – The risk remaining after risk reduction 

measures have been taken. 
• Biggest mistakes 

•  Over estimating the effect risk control measures have on severity 
potential 
•  (most controls have no effect on risk severity) 

•  Not being realistic (being too optimistic, or too pessimistic) 
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Step 11 – Risk Acceptance Decision 
Making 
• Avoid bias!  

•  Identify “acceptable risk” before 
you get to this step 

• High risks are only accepted by 
Top Management 

• Medium or low risks can be 
accepted by “lower 
management” 
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Step 12/13 – Document Results/Follow-
Up 
• Document 

•  People who performed the assessment 
•  Methods used 
•  Hazards and risks identified 
•  Elimination, reduction, and control measures used 
•  Additional info (recommend you include assumptions) 

•  Follow-Up 
•  Does reality match what we planned?  

•  Spoiler – it usually doesn’t! 
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Section 8 - Hazard Analysis and Risk 
Assessment Techniques  
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STPA 
(System-Theoretic Process Analysis) 

• Identify accidents 
and hazards 

• Construct the 
control structure 

• Step 1: Identify 
unsafe control 
actions 

• Step 2: Identify 
causal factors and 
control flaws 
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Controlled 
process 

Control 
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(Leveson, 2012) © Copyright John Thomas 2013 



What’s not in the standard? 
• Resilience Engineering 

•  We work in open systems that are often complex (= unpredictable) 
•  We need to build in resilience to facilitate adaptive capacity 

• Safety II 
•  “Safety is the ability to succeed under varying conditions” 
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Summary 
• Design for Safety allows us to move from reactive to 

proactive 
•  For DFS to work, personnel at all levels in the 

organization must participate – not just engineers 
•  The ANSI Z590.3 standard provides a useful outline of a 

functioning DFS system 
• Remember to build in resilience into your designs and to 

focus on ensuring success instead of only avoiding failure 
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QUESTIONS? 
Ron Gantt, CSP, ARM, CET 
rgantt@scm-safety.com 
http://www.scm-safety.com 
Slides available on our website 
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